
  

Why is the Internet  
a Bigger Target than Ever? 
 
Clearly, the Internet is under greater threat than ever before. Recent reports 
reveal a dramatic spike - a 125 percent year-over-year increase1 - in what are 
referred to as DDoS (Distributed Denial of Service) attacks, resulting in costly and 
embarrassing service disruptions for organizations around the world. Some of 
the largest institutions - from Bank of America to the BBC to the US government - 
have fallen prey to recent DDoS attacks. Emboldened cybercriminals are now 
looking to launch bigger and more destructive attacks, as they pursue everything 
from political protest to extortion. 

 
How Does a DDoS Attack Work?  
 
A DDoS attack floods an unsuspecting target with high volumes of data traffic, 
overwhelming the system and causing it to shut down. Hackers can further 
inundate a network, service or database by illegally commandeering other 
vulnerable computer systems and turning them into a collective attack force. This 
refers to the practice of using a “botnet” to generate more firepower for a DDoS 
attack. As the barrage of data cripples or brings the system down, legitimate 
users lose access. Such attacks can take a website offline for hours or even days, 
resulting in serious financial consequences for many online businesses.  

 
Why are These Attacks So Costly? 
 
A 2014 survey by Incapsula estimated the cost of DDoS attacks to a business 
could be upwards of $40,000 per hour. With average attacks lasting between 6 
and 8 hours, most businesses stand to lose at least half a million dollars per 
attack.2 For some industries, such as retail, the financial damage can skyrocket 
even further. 

Diminished reputation, loss of customer trust and lost access to critical data 
further add to the mounting list of concerns from these attacks. At the same 
time, DDoS assaults are becoming much easier to launch. Some figures suggest 
that for just $10 an hour, 3 potential attackers can purchase DDoS-for-hire 
services to wreak far-reaching damage in a very short span of time. 

 
What is Blackholing? 
 
Blackholing is a network technology used to diminish the impact of DDoS attacks. 
As the name suggests, it creates a “blackhole” by blocking suspicious traffic 
streams so that they are dropped from the network into oblivion. Internet 



  

Service Providers (ISPs) use blackholing to discard traffic that is destined for a 
defined IP prefix. Each packet heading towards an IP address of this prefix is “null 
routed,” these packets are directed to take a virtual “road to nowhere”. 

 
Surprising Results in the First Ever IXP Blackholing Study  
 
DE-CIX, a premium Internet exchange services provider, which operates the 
world’s leading Internet Exchange (IXP) located in Frankfurt, recently took part in 
the first-ever, in-depth study of how ISPs leverage blackholing to protect their 
customers from malicious DDoS attacks. The study4 focused on blackholing that 
takes place at an Internet Exchange Point (IXP), the physical infrastructure where 
ISPs interconnect to exchange Internet traffic.  
 
Based on three month’s worth of routing and traffic measurements observed 
from its exchange,  

 
DE-CIX UNCOVERED SURPRISING RESULTS: 
 
- IXP members use blackholing much more extensively than             

previously recognized –  with 23,000 announced blackholes over  
the 3 month period, 

- Based on the observed data, blackholing is proven to be a useful tool  
in reducing the impact of DDoS attacks, and  

- IXPs are prime locations for countering DDoS attacks via blackholing for  
a number of reasons: 
 

� As a meeting point of a large number of networks, the 
effectiveness of this technique is further enhanced. 

� A single route update can address all members at once. 
� Given the central position in the Internet, blackholing at 

IXPs alleviates the impact closer to the attack source. 
� Blackholing at the IXP can protect intermediate networks 

on the path through the Internet, but is far enough from 
the attack source to be efficient. 

 
Why DE-CIX Offers Free Blackholing 
 
Based on the compelling benefits across the IXP ecosystem, DE-CIX has elected to 
provide free blackholing support to its members. By enabling all customers to 
mitigate the effects of DDoS attacks against their networks, DE-CIX is helping to 
create one of the best lines of defense against the current rise in the number of 
network assailants and attack techniques. 

 
 



  

Why Blackholing is a Key Security Feature 
 
DE-CIX provides customer-triggered blackholing. When a network operator 
discovers a DDoS attack against one of its networks, the operator can issue a 
routing update that will ensure that all traffic targeting its infrastructure will be 
dropped on the DE-CIX platform. This ensures that the operator’s resources are 
protected against increased load caused by the attack. The blackholed traffic 
never reaches the operator’s port. This is a crucial measure to protect legitimate 
Internet traffic, make certain that end customers face no service degradation, 
and prevent revenue losses. 
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